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YOUTH ECONOMY AGENCY

Cyber Nations Training
Program Overview

Introduction

As the global economy becomes increasingly digital, the demand for skilled cybersecurity professionals
continues to grow. The rise of digital businesses, e-commerce, and online financial systems
underscores the urgent need for countries to strengthen their cybersecurity capabilities and protect
critical information assets. Recognizing this, the Youth Economy Agency (YEA) is introducing a
Cyber Analyst Training Programme designed to build national expertise in this critical area.

This training initiative aims to equip young entrepreneurs and YEA clients with the knowledge, skills,
and practical experience required for key roles in Cybersecurity Operations, Threat Management,
Cyber Literacy, Incident Response, and Governance, Risk, and Compliance (GRC). By
enhancing participants’ technical capacity and understanding of cybersecurity frameworks, the
programme will not only prepare them for emerging career opportunities but also empower them to
safeguard their businesses in an increasingly digital and interconnected world.

Ultimately, this training supports YEA’s broader mission to build a resilient, future-ready youth
economy—one that leverages technology safely and responsibly to drive innovation, productivity, and
sustainable growth.

YEA will be collaborating with Protexxa (https://protexxa.com/cybersecurity-training/) who will
deliver their Cyber Nations cybersecurity analyst training program. The Protexxa’s program is
delivered remotely by faculty and industry professionals with substantial senior cybersecurity
leadership experience. This training course has been delivered in multiple Caribbean islands including
Barbados, Grenada and Saint Kitts and Nevis.

Objective

To train one hundred (100) young entrepreneurs and professionals by December 2026, equipping
them with the knowledge, practical skills, and hands-on experience required to perform key roles in
Cybersecurity Operations, Threat Management, Incident Response, and Governance, Risk, and
Compliance (GRC).


https://protexxa.com/cybersecurity-training/

Program Logistics

The program is designed to be full-time and expects at least thirty (30) dedicated weekly contact hours
from the learner.

Mode of Delivery

Virtual - This course will be delivered via Hybrid Flexible modality which includes interactive online
lectures, online discussions, and practical demonstrations. The training program will utilize a blended
approach, incorporating both synchronous (live, real-time) and asynchronous (self-paced) learning to
ensure flexibility, accessibility, and an engaging learning experience for all participants.”

Course Duration

e (6 months of coursework

e 12 months of placement.
Participants will have continued access to the online learning platform during the placement period.

Target

100 participants

e 18 years to 35 years old
e Must be citizen AND resident of Saint Lucia

e Must own and operate an existing business, are at the early stages of launching their business,
seeking to improve and expand their business operations or have a business idea with an
intention to operate a small business.

e Must have an interest in a career in cyber security.

Prerequisites

e Completed high school

e Post secondary education and work experience preferred but not required
e IT background preferred but not required

e Excellent English reading and writing skills

e C(lear police background check

e Willing and able to commit full-time to the program
o Weekly min. of 30 hours of contact and study-time weekly
o The course will be taught remotely and includes self-paced modules and synchronous
lectures (5-10 hours).
o Self- paced learning modules (20-25 hours are developed by PROTEXXA and/or
sources from CompTIA, Cisco Networking Academy, and other industry-recognized
content providers.

Course Content

e Cybersecurity Frameworks and Standards



e Risk Assessment and Threat Intelligence
e Prevention and Response Planning

e Cybersecurity Reporting

e Incident Response and Risk Mitigation

Cybersecurity Competencies

e Use cybersecurity terminology accurately
e Adapt communication to support engagement of diverse stakeholders

e Employ cybersecurity tools and reporting processes, according to industry standards and
company protocols

e Conduct risk and impact assessments of cybersecurity systems and breaches
e Execute an end-to-end cybersecurity strategy and incident response plan

e Justify recommendations and actions using established cybersecurity frameworks and
evidence-based practices.

e Cybersecurity expertise and services.

Certification and Course Outcomes

e Certificate of Completion from recognized Canadian post-secondary ....?
e CompTIA Security+

Course Target Jobs

e Cybersecurity Analyst

e Vulnerability Specialist

e Incident Responder

e Cyber Literacy Coordinator

e Governance Risk Compliance Analyst

Monitoring & Evaluation

Assessments will be conducted throughout the training to measure participants’ knowledge acquisition
and practical understanding of cybersecurity concepts.

In addition, post-training feedback surveys will be administered by the Monitoring and Evaluation
Officer to gather insights from both participants and the training institution. This data will be used to
evaluate the overall effectiveness of the programme, identify areas for improvement, and inform the
design of future training initiatives.

Reference Material

e Cyber Nations - https://www.cyber-nations.com/cyber-analyst

e Barbados Webinar March 19, 2025: Unlock Your Cybersecurity Career with Protexxa's
Training https://www.youtube.com/watchPv=lo-yCeZPL6g

e Grenada Closing Ceremony https://www.youtube.com/watch?v=NMgNOQRKPYUo


https://www.cyber-nations.com/cyber-analyst
https://www.youtube.com/watch?v=lo-yCeZPL6g
https://www.youtube.com/watch?v=NMqNQRKPYUo

